SELF-CUSTODY
SECURITY AUDIT GUIDE

A technical deep dive into exchange wallet vulnerabilities and a complete audit framework for
sovereign Bitcoin custody

What a Self-Custody Security Audit Is

A self-custody security audit is a structured, periodic review of every layer of your Bitcoin key management
— from how your seed phrase was generated to where it is stored today, how you sign transactions, and
whether a catastrophic event would leave your heirs with recoverable funds or an irreversible loss.

Most Bitcoin holders never audit their custody setup. They complete the initial setup, move funds, and
assume the job is done. This is the gap that turns hardware wallet users into victims — not because the
technology failed, but because a single overlooked weak link in the custody chain was exploited.

This guide addresses two interconnected goals:

» A forensic breakdown of the technical vulnerabilities in centralized exchange wallets — what they
are, how they work, and why they cannot be patched by the exchange

* A complete self-custody audit framework you can execute today and repeat annually

Technical Vulnerabilities of Centralized Exchange Wallets

The following vulnerabilities are structural — they arise from the fundamental architecture of custodial
wallets, not from negligence alone. No exchange can fully eliminate them while remaining operational.
Understanding the technical mechanism behind each helps you recognize why self-custody is the only
complete mitigation.

Vulnerability Technical Mechanism Real-World Examples Self-Custody Mitigation

Hot Wallet Key Private keys held in internet-  Mt. Gox (2014, 850K BTC); Hardware wallet: keys never
Exposure connected servers; one Bitfinex (2016, 120K BTC) touch networked device
breach exposes all funds

Fractional Reserve / Exchange lends or trades FTX (2022, $8B shortfall); Self-custody proves on-

Rehypothecation customer deposits; liabilities ~ Celsius (2022, $1.2B gap) chain ownership; no
exceed on-chain assets counterparty exposure

APl Key Compromise Third-party trading bots hold  Binance (2019, 7K BTC via Generate hardware-wallet
withdrawal-capable API API key theft); multiple receive addresses offline;
keys; stolen keys drain smaller incidents no API withdrawal
accounts permissions

DNS / BGP Hijacking Attacker redirects exchange MyEtherWallet DNS attack Bookmark verified URLs;
domain to phishing server at  (2018); several CEX verify deposit address on
network level; SSL cert may  phishing redirects reported hardware wallet screen
appear valid
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Vulnerability Technical Mechanism Real-World Examples Self-Custody Mitigation

Withdrawal Suspension  Exchange freezes Celsius, Voyager, FTX all Bitcoin in self-custody
withdrawals during liquidity halted withdrawals before cannot be frozen by any
crisis; legal or regulatory collapse third party

hold prevents exit

Insider Threat Privileged employees with QuadrigaCX (2019, CEO Multisig self-custody: no
key-management access sole key holder); multiple single point of human failure
exfiltrate funds; collusion exchange insider theft cases

with external actors

Hot Wallet Architecture: The Root Problem

Centralized exchanges operate a networked key management infrastructure. To process withdrawals
automatically, a portion of private keys must reside on servers connected to the internet — the hot wallet.
This creates an irresolvable exposure surface: any server vulnerability, misconfiguration, supply-chain
compromise, or privileged insider represents a direct path to key extraction.

Cold storage partially mitigates this, but the withdrawal pipeline itself requires periodic hot-to-cold transfers
— each transfer is an exposure event. An exchange processing thousands of withdrawals per day cannot be
purely cold-storage-based without sacrificing operational viability.

Self-custody resolves this completely: your private keys exist only on an air-gapped hardware device and
never transit any networked system.

Why Proof of Reserves Does Not Eliminate Risk

Proof of Reserves (PoR) audits have become the industry response to FTX-style collapses. While valuable,
they have documented technical limitations:

* PoRis a point-in-time snapshot — an exchange can temporarily consolidate borrowed funds, pass
the audit, then return them

* PoR proves the exchange controls the keys it claims; it does not prove those keys are secured
against extraction or that liabilities are fully accounted for

* PoR does not capture off-chain liabilities: loans, derivatives exposure, or borrowed collateral that
encumber the on-chain balance

» Attestations from smaller audit firms carry limited assurance — they are not equivalent to a full
financial audit under recognized accounting standards

The conclusion: PoR reduces uncertainty but cannot replace the certainty of on-chain, self-custodied
ownership.

Self-Custody Threat Model

Moving to self-custody eliminates exchange counterparty risk. It replaces it with personal operational risk —
which is controllable, unlike institutional failure. Before auditing your setup, understand the threat categories
you are now responsible for managing:

Threat Category 1: Key Generation Attacks
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A compromised random number generator (RNG) during seed generation can produce a predictable seed,
enabling an attacker who knows the RNG state to recreate your wallet. This risk applies to software wallets
and low-quality hardware devices.

» Mitigation: Use a reputable hardware wallet from a verified manufacturer; optionally add dice-roll
entropy during seed generation on devices that support it (Coldcard, Trezor)

Threat Category 2: Seed Phrase Interception

The window between seed generation and physical storage is the highest-risk moment in self-custody. A
camera, a nearby device, or an observer during this step can permanently compromise all future holdings
derived from that seed.

+ Mitigation: Generate and record seed phrase in a private, camera-free environment with all wireless
devices removed from the room

» Mitigation: Never photograph, type, or store the seed phrase digitally under any circumstances

Threat Category 3: Backup Destruction or Loss

Self-custody converts theft risk into loss risk — a destroyed or lost seed phrase with no backup is an
unrecoverable total loss. Single-location, paper-only backups are the most common failure mode among
non-expert holders.

» Mitigation: Metal backup plates (fire and flood rated) in two geographically separate locations
» Mitigation: Verified restoration test completed before loading meaningful funds

Threat Category 4: $5 Wrench Attack (Physical Coercion)

A known and documented threat: an attacker who knows you hold significant Bitcoin forces disclosure of
your seed phrase or PIN through physical coercion. This is unsolvable by technology alone — it requires a
social and structural response.

* Mitigation: BIP-39 passphrase creates a hidden wallet — your seed phrase alone reveals only a
decoy balance

* Mitigation: Multisig requires multiple geographically distributed keys — no single coercion event can
unlock funds

+ Mitigation: Operational security (OPSEC) — do not publicly disclose Bitcoin holdings or storage
locations

Advanced Mitigation: Multisignature Custody

For holdings above $50,000, single-signature custody introduces an unacceptable concentration of risk at
one seed phrase and one device. Multisignature (multisig) custody distributes the signing requirement across
multiple independent keys, each held in a separate location or by a separate party.

How it works: A 2-of-3 multisig wallet requires any 2 of 3 independent private keys to sign a transaction.
Losing one key does not lose access. A single key being stolen does not lose funds. No single point of failure
— human or hardware — can drain the wallet.

Recommended configuration by holdings level:

« Under $10,000: Single-sig hardware wallet with strong seed backup and BIP-39 passphrase
« $10,000 — $100,000: Single-sig with geographic backup distribution and verified recovery test
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+ Above $100,000: 2-of-3 multisig across three hardware devices (recommend: Coldcard + Trezor +
Foundation Passport for vendor diversity)

« Above $500,000: 3-of-5 multisig with at least one key held by a qualified Bitcoin custody attorney or
multi-institutional arrangement

Self-Custody Audit Framework

Run this audit annually, after any significant life event (relocation, inheritance, relationship change), and
immediately after any security-adjacent news about your hardware wallet manufacturer.

Audit Category What You Are Checking Risk if Failing

Key Generation Integrity Seed generated on hardware device, CRITICAL
offline, never digitized

Backup Completeness Seed phrase on metal, verified, stored in CRITICAL
2+ |ocations

Passphrase Security BIP-39 passphrase set, stored HIGH
separately from seed

Address Verification Habit Every receive/send address verified on HIGH
hardware wallet screen

Firmware Currency Device firmware matches latest official HIGH
release

Multisig Configuration Holdings above $50K use 2-of-3 or 3-of- HIGH
5 multisig

Inheritance Plan Documented recovery procedure exists MEDIUM

for heirs/trusted parties

Operational Isolation Signing device never used for browsing, MEDIUM
email, or apps

Purchase Chain Integrity Device bought direct from manufacturer; MEDIUM
packaging intact on receipt

Decoy Wallet Small-balance wallet exists on seed-only LOW
derivation for duress

Audit Execution Checklists

LAYER 1: KEY SECURITY AUDIT

1 Confirm seed phrase was generated on hardware device — not software, not online tool

Confirm seed phrase has never been photographed, typed into any device, or stored digitally

1 Verify seed phrase backup exists on metal (not paper only)
1 Perform a test restoration: wipe device and recover from seed — confirm correct addresses derive
1  Confirm BIP-39 passphrase is set and stored in a separate location from seed phrase
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1  Confirm passphrase is not stored on any digital device, cloud service, or password manager

LAYER 2: PHYSICAL SECURITY AUDIT

]  Primary seed backup: confirm fireproof safe or equivalent secure storage
Secondary seed backup: confirm separate geographic location — not same building
Hardware wallet device: stored securely, PIN not stored with device

Both backup locations physically accessed and integrity confirmed this audit cycle

O o o o

No person other than intended heirs/recovery parties knows both backup locations

LAYER 3: OPERATIONAL SECURITY AUDIT

Hardware wallet firmware verified against manufacturer's official release page

All receive addresses verified on hardware wallet screen — not trusted from computer display
Signing device has NOT been used for browsing, email, social media, or app installation

No active exchange accounts hold more Bitcoin than needed for current trading activity

OPSEC reviewed: no public disclosure of holdings, wallet balances, or storage locations

O 0o ooo oo

Inheritance/recovery documentation updated to reflect current setup and locations

Security Is Not a Setup Event — It Is a Practice

Every exchange failure in Bitcoin's history was foreseeable by the technical architecture of custodial wallets.
Self-custody does not eliminate risk — it transfers it from uncontrollable institutional failure to personal
operational discipline. This audit framework gives you the structure to keep that discipline current.

KryptoWolf | Bitcoin Education for the Self-Sovereign Holder
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